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PucK-MeHe I >KMEeHT KPpUIITOBAJIIOT

BrnepBbie Bompoc o 6Ji0K4elHe BCTa/ Nepelo MHOW, MOCJe TOro, Kak
['epman OckapoBud I'ped BbicTynua B 2014 roay Ha /[laBocckom ¢opyMe.
MeHsd Torza cipocusy, YTO Takoe GUTKOUH, a 1 UM HUKOT/J|a He 3aHUMaJICs, U
OTBETUTb MHe ObLIO Heuero. /[laxe cTajso JocajjHO: Kak 3To, ['epmaH
OckapoBuu 'ped 3Haet, a g HeT? Tem 6oJsiee, yTo Mbl ¢ HUM B 2010-2011
rofax BecbMa [l0JII0 TOBOPWUJIM O TEeXHOJOTUAX (OH XOTea KYNUThb
“Kubepnsiat”, HO Mbl He JOTOBOPUJIMCh), U 00'beM €ro N03HaHUN B IUPPOBBIX
TEXHOJIOTUSIX 1 IPeJCTaBJISA 0YEeHb XOPOILIO.

A 3aHuMaroch KoMmnbioTepaMu ¢ 1983 roza 6e3 mnepepbiBOB U TJYHOKO
HaX0XXyCh B 3TOU TeMe. A OH, B 0011eM-TO, TYMaHUTapuH, U ero B3rsAg B UT
BPSAJ JIM MOXKET ObITh O0Jiee rJ1y60KHUM. Yero, HanpuMep, CTOUT Uesl B CBOEM
YHUBEPCUTETE OOYYUTh COTPYAHUKOB (C6GepbaHKa MaTeMaTUYECKOMY
MHCTPYMEHTY HWCKYCCTBEHHOTO0 HHTeJieKTa?! {1 HEeMHOXKO 3aHUMaJICs
VCKYCCTBEHHBIM UHTe/JIeKTOM B 1988-1989 rozax v OTJIMYHO 3HAIO, YTO AJi4
3TOTO HaZl0 CHayaJla U3yYUTh MaTeMaTUYeCKUN aHaJ/u3, JUHENHYI0 ajareopy,
TEOPUI0  BEPOSATHOCTEH,  MaTeMaTU4eCKyl  CTAaTUCTUKY,  METO/bI
MO/JIeJIMPOBAHUS, METOJbl AJTOPUTMHU3AIMHU... U TOJIbKO MOTOM 3aHSThCS
TOJIBKO a3aMM HCKYCCTBEHHOTo HWHTessiekTa!l He BCAKUMNA OTJUYHUK C
KpenKUM TeXHU4YeCKMM 00Opa3oBaHMEM TaKoe BOCIHPUMET, a T'YMaHUTapUU
TeM OoJiee: 3TO NPUOJHM3UTENbHO KaK PEBOJIIOIIMOHHOTO MaTpoca o0y4yaThb
pPa3/IMYMAM B TEXHUKE YKUBOTIMUCH UMIIPECCUOHUCTOB.

Tem He MeHee, g1 Hayas1 pa36UpPaATHCA B TOM, UTO TaKOe OMTKOWH, U IPULLIEJ
K IedyaJbHOMY BbIBOAY. I[lodeMy mnedasbHOMY? BOJBIIMHCTBO PaflOCTHO
ropopuT Ham: «Bce Tyaa uayT, Bce TaM JAeHbrd 3apabarbiBatoT!» Ho B
OTJIMYME OT GOJIBIIMHCTBA, 51 3HAlO,
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[Tonpo6yto BaM OOG'BSICHUTBH 3TO NMOHSAATHUE MaKCUMaJIbHO IMOMYJSApHO, 6e3
npouIbHBIX TOHKOCTeW. Bo3bMeM, Hampumep, cTpaxoBod OusHec. Kak
bopMUpYyIOTCS CTpaxoBble @peMUHU IO PUCKY YroHa aBTOMOOWJIA?
CTpaxoBLUKKU CMOTPAT CTAaTUCTUKYy YrOHOB OINpeJeJeHHON MapKHU
aBTOMOOUW/Iel 3a mpouuiblii roA. JonyctuMm, yroHsnau 3% MamuH.. OHH
npeasaralT cTaBKy 4% M 3HAIOT, 4TO ecyu 3acTpaxyroT 100 MaimuH, To TpU
aBTOMOOWJISI YTOHSAT, @ NMPeMUs M0 YeTBEPTOMY OCTAaHETCS MM, U OHU BCe
paBHO 3apaboTalT cebe Ha aBTOMOOUJIb. B 3TOM U COCTOUT OLleHKa pUCKa -
3HaTb BEJMYUMHY PHUCKA MaKCUMaJbHO TOYHO. A eC/MU MOcJe MNOJy4YeHUs
XOpOIIMX NpeMUH elle M MNONpPoOOBaThb «YrOBOPUTb» YrOHIIMKOB He
3aHMMAaTbCSl YTOHAMHU — 3TO Y>Ke PUCK-MEeHEeP)KMEHT.

B 6aHKOBCKOM 6OM3Hece OlleHKa pHCKa OOBbIYHO IMpejcTaBjeHa B BH/IE
NpPOIEHTHBIX CTaBOK. Korza B GaHK MPUXOJAUT MOTEHIIMAJbHBIA 3aeMIIUK,
O6aHKHUPbl PACCUMTBHIBAIOT €My PUCKU: CTPAHOBOM PHUCK CTOUT CTOJIbKO-TO,
PUCK Ha MPaBOBYI CUCTEMY CTOJIbKO-TO, PUCK Ha OTPAC/b 3KOHOMHUKH, PUCK
Ha COGCTBEHHMKA, PMCK HA Pa3BUTHeE TEXHOJIOTUH... Bce 3TO ckaabiBaeTcs B
WTOTOBYI0 CTaBKy MO KpeauTy — Hampumep, 12,5% romoBeix. U1 kiueHTy
N0Ka3bIBaIOT, IOYEMY UMEHHO CTOJIbKO, a He, HanpuMep, 10% u He 15%.

Tak »ke Halo CYUTATh PUCKU U B HOBBIX TexHOJIOrUsAX. Korga ¢uHaHCUCTEI
W/WIM aUTUIIHUKKA NpodecCUOHANbHO «3aXO0AsAT» B HOBYK 00J1aCTb, OHHU
00513aTeJIbHO  CO3JAIOT PUCK-MEHEeJP)KMEHT HOBOM 006JlacTU: 3/jaKylo
YCJIOBHYIO0 KHUTY, TJle OTJIaBJIeHHE - 3TO NepeyeHb PUCKOB, U KaXK/1as IJaBa -
3TO OMHCAHHE PUCKA KaK TAKOBOTO, ero FPaHUYHbIE BEJIMYUHBI U METO/Ibl €T0
MUHUMMU3ALMHU.



JlaBaiiTe MNOCMOTPHMM, KaK MNOAOOHbIe CUTyalUd pellajJuch
paHblue. Hanpumep, A5 ynpaBJjeHUs KpPeAUTHbIMM PUCKaMHU OaHKHUPBI
NpUBJIEKAJIM HPUCTOB, pa3pabaThiBajd JAJHWHHbIE KpeJWTHBIE JOTOBOPBI,
NOTOM TOHMMaJM, YTO HYXHO HMETb KaKoe-TO obecreyeHHe 3THUX
KpeJUTHBIX PUCKOB... KpeguToBaHue B TOM BHJe, B KaKOM eCTb ceMldac,
HayaJIoCb COBCceM He cpa3y! bankam kak HHCTUTYL MU Bcero 400-500 JieT, u 3a
3Thu 500 JsieT ObLIM NMpPUAYMaHbl TaKhe UHCTPYMEHTHI, KaK HPUJUYECKOe
CONPOBOX/eHHE KpPeJUTHbIX JOTOBOPOB, BApUAaHThl 00eclneyeHus], FapaHTHH,
MOPYYUTENbCTBA, 3aJI0TU U T.J. U T.II
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CymecTByIOT pacyeTHble PUCKHU. [ UX NpPeofoJIeHUS JIULEH3UPYIOT
NpeAnpuATUs, 3aHUMawliuecs pacyetaMu. He Bce moAps[ 3aHUMAKOTCH
pacdyeTaMHd MacCOBO, a TOJIbBKO Te, 3a KeM lleHTpasbHbIM BaHK peryssipHO
npursdaaesiBaeT. Korja npuaymany 4ekd, IO HUM CO BpeMeHeM CeJalv
1eJioe 3aKoHOZaTesbCcTBO. [lo akKpeauTHBaM - TOXe, 110 CYeTaM 3CKPOY -
TOXe.

UcTopus co3fjaHusl pUCK-MeHePKMEHTa KPeJJUTHbIX U pacyeTHbIX PHUCKOB
NOKa3blBaeT, 4YTO pellaTb BOIMPOCHl PUCK-MeHeMKMeHTa OJIoOKYelHa,
OUMTKOMHA U PA3JIMYHBbIX KPUIITOBAJIOT BIOJHE BO3MOXHO. A pelleHUe, KaK
00BbIYHO, Tpex3TaIHoe: MepeuyucjeHre PUCKOB, ONMMCAHHWE PUCKOB (Mojesb
yIrpo3bl), paboTa o HaX0X/JEHUI0 METO/I0B MUHUMU3ALUU PUCKOB.



lFne ™Mbl celilyac HaxoAMMCA B PHCK-MeHeIKMEHTe
KPUIITOBAJJIIOT

[Ipexxpe Bcero, moka B Poccud, Ja M B MHpe, HaOJIIOJaeTCs HU3KOe
NOHUMAHUE NPOUCXOHCOEeHUsl 3moU mexHo/102uu U yesel ee co3ddamesel.
HaTtanbsa Kacnepckass Hayasla HEMHOT'O paccKa3blBaTbh MPO aMEPUKAHCKOE
NpPOUCXOXKJAeHWe OUTKOWMHA, HO OOJBIIMHCTBO JOJEW B MNPUHIUIE He
IMOHMMAaeT, KTO U 3a4eM 3TO co3jas. KakoBo ObIJI0 TEXHUYECKOe 3aJlaHKe Ha
pa3paboTKy, eCcau MOJYy4YUJICS Takodh pe3dysbTaT? [loueMy K3 OrpoMHOrO
MHOroo6pa3usi  BapUAHTOB  CO3JaTeJd  BbIOpaJM  HUMEHHO  TaKHe
TEXHOJIOTHUYeCKHe IPUHIUIIbI?

9Tanbl pa3paboTku
MPOrpaMMHOro obecnevyeHuns

MNocTtaHoBKa 3apauu
MpoekTupoBaHue
KoanpoBaHue anroputma

TecTtn pOBaHWeE U OTNajKa

ConpoBoxaeHue u 3Kcnayatayma

Beja HerpamMoTHOW OILIEHKH BJIMSIHUS TEXHOJIOTMM HA >KW3Hb 4YacTo
COCTOUT B MAaKCHUMAJIMCTCKHUX OIleHKaX, MPOUCTEKAIIIUX U3 TOTO0, YTO TAKOU
HErpaMOTHBIM OLIEHIIMK Aake MPUOJU3UTEJbHO He MpeACTaBJseT, 0 YeM
paccyxzaeT. EcTb o/jHa olLleHKa: BCA Hallla »XU3Hb TIJ100aJIbHO U3MEHUTCH,
NOTOMY UYTO NpulIesa 60K4YelH. U ecTh Apyras: TporaTb 3TO He HaJl0, IOTOMY
YTO KPHUNTOBAJIOTHI - OpPraHM30BaHHOe MolleHHUYecTBO. [IpeacTrasiseTe,
KaKOW pa3pbiB? IJTO JaKe He CUTyallus, KOrja Bbl 3aX0JUTE B TEMHYIO
KOMHATy U He 3HaeTe, CJIOH TaM WJHM KOUIKA. DTO CHUTYyallMsl, KOTZA Bbl He
yBepeHbl, B KOMHATE JIM Bbl BOOOIIIE.

B KaKoM NJ1I0CKOCTH HaxoaAaTcqa pUuCKHU KpI/IHTOBaJIIOT?

[ToaToMy, KoOrja s HavaJl M3y4yaTb KPUITOBAJIOTHI, s HayajJ CMOTpPETh
VMEHHO Ha NepevyeHb PUCKOB... 1 00Hapy»XuJI, YTO UX He TOJIbKO MHOTO0, @ OHU



elle ¥ HaXOAATCS B TPeX OOJIBIINX U PA3HBIX MJIOCKOCTSAX: PUCKH alTHILHBIE,
PHUCKM JKOHOMHYECKHE, PHUCKM wpuaddeckue. W HaTH oAHOrO
YHUBEPCAJIbHOTO CIENMaIUCTa, KOTOPbIKA pa3obpaJicsi 661 cpa3y BO BCEX ITUX
HampaBJIEeHUsX, MPAKTUYECKH HEBO3MOXXHO. Takux JiloJel - JecaTOK Ha
CTpaHy, ¥ BPsJ JIU OHU PaboTalOT YUHOBHUKAMHU.

[ToaToMy, o 60/BIIOMY CUETY, IPeX/e YeM 3aHUMATbCS KPUIITOBAIIOTOH,
HY?>KHO COCTaBUTb CIIMCOK BCeX PHUCKOB, KaKHhe TOJIbKO BO3MOXHBI, U
paszfesUuThb UX Ha NPodeCcCUOHANbHO-OPUEHTUPOBAHHbIE TPYIIBI PUCKOB, Tie
KaXK/Jyl0 pa3bepeT COOTBETCTBYWLIUHN crnenuanuct. lOpuandeckyo rpynmny
PHCKOB - IOPUCT, 3KOHOMHYECKYI0 I'PYIIy PUCKOB - 3KOHOMUCT U TaK JaJlee.
[loToMy 4TO KOria 3KOHOMUCT HAaYMHAET PacCy»/1aThb 00 aWTUIIHbIX PUCKAX,
HAYEro XOpollero He BBIXOAUT. B 3TOM camad rJiaBHag npobGJieMa Bcex
OMQPPOBBIX BaJIOT: KaXKJbld TOBOPUT O CBOEM, U HUKOMYy He MPHUILJIO B
rOJIOBY, UTO HY>KHO BCeM, KTO XO4eT 3TUM 3aHUMATbCs, COOpPATbCsl BMECTE,
CO3/1aTh 001eCTBO, COCTOALLee U3 OTAEJIOB 110 NPOPHUIAM, KOTOPOe KaKIbIH
PHUCK OTHOCHUJIO OBl K KOMIETEHIUU TOTO UJIK UHOTO OT/eJa.

[lepBbIii BBIBOJ, 3aKJil0O4YaeTCcsl B TOM, YTO OCHOBHAs IpobGJieMa aHaJu3
0JIOKYEMH-TEXHOJIOTUH, a MpaBUJbHee ObLIO Obl CKa3aTb TEXHOJIOTUM
pacnpejieleHHOTO peecTpa, TpebyeT JeTalbHONW KOMIETEHLIMHM B Pa3HbIX
06J1aCTAX.

Y10 3TO 32 06J1aCTU?

OcHoBHas npobnemMa aHanusa
6NoKUYeNnH-TeXHONOorum

TpebyeTca AeTanbHas KOMMETeHLNA (BKNOYAI0ILAA MHOTONETHMI OMbIT) B Pa3HONPOGUALHBIX
HanpaBnexnax

— IneKTpoHmka 0biwas

— JNEKTPOHUKA «3aKPbIThiX» ObnacTelf

— Hpucnpyaenuua nybnnyHoro npaea

— HpuenpygeHuya YacTHoro (ToproBoro) Npasa
— MaKkpo3koHoMKKa

CnewumanwcroB, 0AHOBPEMEHHO KOMMNETEHTHLIX BO BCEX NEPEUNCIEHHbIX CHEPaX, OUEHb MaNQ.
YMHOBHMKOB, MMEHOLLIMX NPABO FOTOBMTb WK NPUHMMATL PELLIEHUS OAHOBDEMEHHO BO BCEX
MEPEUNCIEHHBIX CHEPaX, HE CYLLECTBYET.

Bo-nepBbIX, 3TO 06Was 3/1eKmpoHuKa, Ui MOHUMaHUe TOTO, KaK Boo6Ile
paboTtaroT KoMmmbloTepbl. Hajo mMmoHMMaTh, MOYeMy OHa OCHOBaHa Ha



I,E[BOI/I‘IHOI‘/JI crucreme CHMCJIEHHUA (I/IMeHHO €JNMHHNYKaxX H HOJ'II/IKaX), d HeE Ha,
YCJIIOBHO IroBOp4d, ABO€YKAX UJIK TPOECYKAX.

/lasiee, oyeHb Ba)kHA Hogeliwasl 3/1eKMPOHUKA, OHA Jce 3/eKMPOHUKA MAakK
Ha3bl8aeMmbvlX “3aKkpbimbix” o61acmetl, IpexJie BCero - BOeHHasi 3JIeKTPOHUKA,
B KOTOPOW MPUMEHSIIOTCS ClieljhajJibHble aJrOpuUTMbl. Beb cyry6bo MUpPHBIX
TEeXHOJIOTUM H3HayaJbHO He ObiBaeT. Ec/iu 4esoBeK 4YTO-TO HM300peTaer,
OOBIYHO 3TO HM300peTeHHe CHayaJla HUCIOJIb3yeTCs AJis TOro, 4ToObl BCex
CONEPHUKOB TMoy6uBaTb. Korga 4YesoBeudyecTBY y/Jla/ioChb OCYILLECTBUTH
pacuienjieHde aTOMHOro s/ipa, JAJjs Hadasa youau 300 Thicsid 4Yesl0BEK B
XupocuMe u Haracaku. Jlymaro, 4To U 06e3bsiHA B3sJ1a NaJIKy B NEPBbIM pa3
He JIJI1 TOrO, YTOObl PPYKT COUTH C JE€pPEBa, a UTOObl HACTY4YaTh IO TOJIOBE
JIpyroy obe3bsiHe.

To ke camoe B 3JIEKTPOHHKE - BCE, YTO Mbl BUJAMM B MUPHOMU 00JIaCTH,
OyZAbTe yBepeHbl, CHa4yaJsla UCI0Jb30BaJOCh B BOeHHOU. HanpuMmep, coToBas
CBSI3b - 3TO [10JIeBasi ONIOPHas CeTh CBsA3HW, pa3paboTaHHas elle B cepefjrHe XX
BeKa [/l BOEHHOT0 IpuMeHeHus. YacTb 3TOU TEXHOJIOTUU PACCEKPETUIIH, U
OHa CTajsa [OCTylHAa OObIYHBIM abOHeHTaM. WHTepHeT u3Ha4YaJIbHO
HasbiBasicsi ARPANET u cBsi3biBas Mex/ly COO0M HECKOJIbBKO COTEH BOEHHBIX
yuypexgeHnd u npeanpuaAtayd B CIHIA. Ero paccekpetusu, nepenasd B
OTKpPBITOE I0JIb30BaHHWE - Telepb Mbl LLIEM JAPYT APYTY 3JeKTPOHHBIE
NKUCbMa, CMOTPUM HOBOCTHBIE U [IPOYUE CAUTHI.

hTak, AJ1d aHaJIn3a TEXHOJIOTHUU paciipeacejJjieHHoro peecrtpa HYXHbl KdK
MHWHHUMYM 0a30Bble 3HAHUA B 3JIEKTPOHHUKE ABYX BHU/IOB.

llanee - wpucnpydenyus. Opucnpy/leHIIMI0 HY>KHO 3HATb: U MyOJUYHOTO
npaBa — KaKUM 00Pa3oM KPHUIITOBAIIOTHI, JIeHbI'H, PAaCYeThl PeryJUPYIOTCS
rocyJJapcTBOM, M 4YacTHOro (ToproBoro) mpaBa, TO €CTb KaK /[iBa
paBHONpPABHBIX JHNA (IOPUAUYECKHUX WX QPU3HYECKHX) MOTYT HMMH
0OMEHUBAThCH.

W, KOHEYHO Ke, 3HaThb MAKPOIKOHOMUKY.

[TonpobGy#iTe npe/cTaBUTh, KAK MHOTO HaWJAeTCs JiloJleld, KOTOpble 3HAIU
ObI OCTAaTOYHO XOPOLIO BCe 3TU oTpacau? JIMYHO MHE, K CY4acThl0, TOBE3JIO, Y
MeHSl eCTb KaK pa3 3TU TpPU 00pa3oBaHUsA: 3JIeKTpoHHOe (MoCKOBCKUU
MHCTUTYT 3JIEKTPOHHOTO MAalIUMHOCTpPOeHUsi), puHaHcoBoe (PuHaHCOBas
Axkagemus 1) u opugudeckoe (roppak MI'Y).

M BepxHeypoBHeBas ImpobsieMa Jaxke He B TOM, 4YTOObl HaWTHU
MHOTONPOPUIbHBIX YHUBEPCAJIbHBIX CIIEUAJUCTOB. [IpobsieMa B TOM, YTOOBI
HAaWTU TAKUX YHUBepPCaJbHbIX YUHOBHUKOB, MOTOMY YTO BeJb UMEHHO OHU
JIOJDKHBI PEeryJIMpoBaTh MPOILEeCChl Ha rOCyapCTBEHHOM YPOBHE, B 06J1aCTH
NyO6JIMYHOTO MpaBa, HO B MAaKPO3IKOHOMUYECKUX MHTepecax, U ONUpasCh Ha
3HAHUS B 06J1aCTH 3JIEKTPOHHUKH.


http://www.gribov.ru/risk_management.html#1

MaKPOSKOHOMMHECKMe PUCKH

aHanuUTUKM - LUB, MuHTOpr
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PHCK HEAOCTATOYHOIA FPAMOTHOCTH KpynHblit oknagumk 3asieun, uto butkoitH 1 blockchain
TonMexe/pkepoe. TpebyeTc 0aHoBpe-  Pa3HbIe TEXHONOMMM W Pa3Hble CYLYHOCTH, KDYNHbII BaHknp
MEHHOE AeTansHoe 3HaHWe IT, opuan-  ONPeAeniun CyWecTBoBaHME BO3MOXHOCTH 0BYUMTL ryMaHu-
Yeckoro Aena u GUHaHCoB Tapwes marannapary WckyccreeHHoro WkTennekta

HWKTO He OLieHMBAET, HaCKONLKO BbIPOCNA
' ) yrpo3a B3N0Ma GUHAHCOBIX CeTeid nocne
e fIUOL 4 YT DT o i Otnaitt peanu3oBaHHOW ONepaLMu Mo XULLEHWID
m%mu;ero %Eesgnb;ars ”::B'"E:"“ BaHKMHr, W3 U301MpoBaHHOI ceTu LIPY knbepopykms.
HOBbIXYTP93 B CBA3MI € PasBITUEN buongendu-  Bo3MOXHO CYLLECTBOBAHWE TEXHOMOTMM
TEXHONOTUM, NCNONIb3YEMbIX B KDUMA- o g B310Ma NPAHLAMHATISHO HOBOTO KNACEa,

HATEHBDL LIEARX Hen3BecTHoe o6Lecty. C Terue H-Op/IOM
pasobpanuce Tonbko Yepes 10 ner.

BbIbopa aBTOpUTETHOID, SET 1995 MoxHO BAOXWTLCA B T0, 4TO bygeT nnoxo

HO HENOAXOAALLETO PeLUeHNs paborarb

O6ecneyeHHOCTb Blockehain OTCyTCTBME 3KOHOMMYECKOrO 0BbeCneyeHws

BUTKOIH, Wanna Cry, HaHecwwwit yepe3 bputaHckme

bl WA pELeHHOR R coomeaosa- "B EORS!  GOToHALSYLEDS A0DOSL W XUHH

pewl nnarexei peanbHbIX NKARH, CyLYeCTBYeT TONLKO

HUKD 1 XpaHEHMHO, KaK yke Bbino ¢
HApKOTHKAMK, OPYKNEM, ANKOTONEM BO
BPEMS CYXOr0 3aKOHa

AHOHMMHBIM NOTOMY, YTO He 3anpeLLeH BUTKORAH 1
beHeduuna- APYrie aHOHNMHBIE TEXHONOTMAN

pam nnarexeit
AnbTepHaTMBHOE JeHexHoe 0bpalye-
HIe, He KOHTPOUPYEMOE rocyAap-
CTBOM Nobble
KpUNTOBANHTLI
HeonpegeneHHoCTs HanoroobnoxeHna
0BpalLeHns 1 NPUpoCTa KanuTana
[lepBbIi pUCK - 3TO puck HedocmamouyHoU epamMomHocmu mon-

MeHeddxcepos. Ilpumep. Ha ogHOM 13 NpodUIbHBIX KOHPEPEHLIUU BbICTYIHI
JIOKJIQIYMK, 3aHHMMAWILUKA BeCcbMa OTBETCTBEHHYIO JIO/DKHOCTb, KOTOPbIN
3asBWUJI, YTO OJIOKYEMH M OWTKOWH - 3TO COBEpIIEHHO pa3Hble BelH, K
KOTOPbIM HaJi0 MO-pa3HOMY MOAXOAUTb. A Bo0OOIle-TO OUTKOUH CO3JaH Ha
TEXHOJIOTUM 6Jiok4elH. U Beab 4YTO MHTEpPeCcHO, HUKTO He BO3pasuJ, He
BO3MYTHUJICS], HUKTO He 3allHKaJI...



Jlpyroii pucK - HedooyeHka 6ydywezo yulepba, B03HUKAWWE20 8
pe3y/sibmame nosi8/NE€HUSl HOB8bIX Ye2po3 8 (83U C pa3sumueM MmexXHO/102ull,
UCNno/1b3yemblx 8 KPUMUHA/IbHBLIX yessix. To, HaCKOJIbKO Mbl He MOHHMaeM
OyaylllMe PUCKH, MOKHO MPOUJUIIOCTPUPOBATh TaKUM NpUMepOM. JIeT naTh
Ha3aJ, Bce T'PpOMKO Kpuyaiau: “CucteMa «OaHK-KJIWEHT» U3MEHUT >KHU3Hb,
JIDJU U3 [I0Ma 10 COTOBOMY TeJsieQpOHY OyAYyT BbICHLJIATh B OAHK IJIATEXKKH, U
Bce OyzeT xopowo”. M HUKTO He Mpeaynpeaus, 4YTO OJHOBPEMEHHO
BO3HUKHYT XaKepbl, KOTOpble OyJAyT B3JaMbIBaThb C4YeTa, 3aXOAUTb Ty/a
BMeCTO KJIMEHTa, JesJaThb KyJAa-To IepeBoAbl. JTO onucbiBaeT Haccum
Hukosiac Tane6 B kHure “AHTHUXPYNKOCTB”: “JIOIM Bcerjia TOBOPST MPO
BBICOTY T'OpP, UCXOASA W3 3HAHUA TOM CaMOM BBICOKOW TOpPBI, KOTOPYK OHHU
BuJies M. Ho 3TO He 3HAYHUT, YTO OHU He HAUAYT ropy eiie Bbile.» HUKTO He
OLleHUBAeT IPaMOTHO M KBaJMPUIUPOBAHHO BEPOSAITHOCTb PUCKA TOTO, YTO
3TM KpUITOBa/JOThl, He Jgau bor, ykpaayt. HemaBHO MHe mnomnasnach
uHpopMmauusa o ToM, yTo 10% peHer, cobpaHHbix npu ICO, ykpazeHbl
xakepamu. U 3To ele To/IbKO Hayasio. [Ipo1ieHT MOXUILeHHbIX CPEeSCTB OyAeT
pacTH, IOTOMY YTO XaKepbl ObICTPO COBEPILIEHCTBYIOTCS.

Hpyron npumep. CIIA - BbICOKOpa3BUTas CTpaHa, KOTOpas CO3JaeT
KHOEepHETUYECKOE OpYyKHUe [Js 3alllUThl CBOUX HWHTepecoB. U, 4YTOOBI
3aHUMATbCS 3TUM opykueM, [|PY pazpaboTanio oTAebHYI0 CBEPXCEKPETHYIO
ceTb, GU3UYECKU He COeJMHEHHYIO C OCTaJbHbIM HHTepHeTOM. U y HUX U3
3TOM CEeTH 3TO Opy:KUe yKpasu! Bo3HUKaeT pe30HHbIM BOMNPOC: €CJIH XaKephbl
CMOIJIM B3JIOMaTb U30JUPOBAHHYK CBepxceKpeTHyr ceTb [PY B
BbICOKOTexHoJiorudyeckux CIIA, Heyxequ OHM He CMOIYyT B3JIOMaThb
lleHTpo6aHK? A Beib y KPUIITOBAJIIOT JaXKe e[JUHOTO peecTpojiep>KaTeJisl HeT!

EcTbh 04eHb NMokKa3aTeJsibHasi KICTOPHUS O TOM, K UeMY IPUBOJUT HEJIO0LIEHKA
PHUCKOB TEXHOJIOTUH, NP0 KOTOpble INOKa HUKTO He 3HaeT. Poccuilckuii
n3zobpetartesib JleB TepMeH H300pes B CBOe BpeMs IMOACAYIIHMBAIOILYIO
cucteMy “3saTtoycTt’, KoTOopas nortoMm 10 JsieT paboTrana Ha Poccuro mpoTus
aMepUKaHILEeB 2 .

[Toexas Kak TO aMepUKaHCKUHM TOCOJI B APTEK, TOCMOTpPETh HAa MMOHEPOB, U
Te NO0JapHuJIu eMy BbIpe3aHHOTO U3 JiepeBa opJia. «KpacuBbiil opeJ, - moaymaisn
MI0COJI. - TIOBeIly y cebs1 B KabMHeTe, 3TO ke CUMBOJI AMepuku. U moToMm, oH
abCoOJIIOTHO JlepeBSIHHbIM, HUKAKHX MPOBOJIOYKOB W3 HEro He TOPYMT,
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3JIEKTpUYECKOe TNHUTaHMe He IMOJABeJeHO, - TaM He MOXeT ObITb
noAcaymuBawiux ycrpouctB!». Tak opesn 10 JieT mpoBuces y Hero B
kabuHeTte. U korpa y»ke TOYHO 3HaJ/Id, YTO TZ[e-TO Yy Hero B KaOWHETe eCTh
NO/IC/YIIMBAKOLEee YCTPOUCTBO, U pa3obpaii BCE MO JeTajasM, BCe-TaKH
peliMJii M 3TOro opJa MNOCMOTpeTh. Ero pasobpasyv W HalJIM HEKUE
NpPOBOJIOYKU. U OKa3asoch, 4TO eC/Ju 3TOr0 OpJia HalpaBJIEeHHO 00J/y4aThb
onpe/ieJIeHHOW paZlu04acTOTOW, TO MPOBOJIOYKHA BBICTYHAKOT TI'0JIOCOBBIM
MOJYJIITOPOM, KOTOpble 6epyT 3BYK M HAKJ/IAAbIBAOT Ha 3Ty 4acTOTy. A B
JIPYTOM MecTe 3Ty MOJAYJWPOBAaHHYI0 YaCTOTY CHUMAKT C 3QUpa U CJbIIIAT,
YTO TOBOPUTCS B KAOUHETE.

JdTa TEeXHOJIOTUS He Oblla HUKOMY HU3BECTHA IepBble JeCATb JIET CBOEro
CyLeCTBOBAaHUSI M UCHOJb30BaHUsA. A Bbl NpeJCTaBJsAeTe, CKOJIbKO celdac
TEXHOJIOTHH, 0 KOTOPbIX Mbl HE 3HAaeM, a OHU €CThb, U OHU paboTaroT! Xopoliio,
eCcJIM UX KOrZla-TO BCKPOKT M pa3peuiaT UMHU N0Jb30BaThCsA. BoT, Hanpumep,
Bbl JyMaeTe, YTO KyNWJM MOOMWJBbHBbIN TesedpoH, U OH Baul. A Hatasibda
Kacnepckasi, roBOopyUT coBeplIeHHO OTKPBITO 3 : “CMapTdOH - yke He Balle
ycTporcTBO. BaM ero paroT, 4TOGbI Bbl 00AJOBAaTbCs MOIJIM. A Ha CaMOM
JieJie 3TO YCTPOMCTBO COBEPIIEHHO APYTUX JIIOAEeW, KOTOPbIM Mbl IepejaeM
OoosbwioN U Temsabld mnpuBeT . COOTBETCTBEHHO, Mbl COBEPLIEHHO He
IOHMMaeM PHUCKH HOBBIX CEKPETHBIX TEeXHOJOTUM, UMEHHO B CHJy HX
CEKPEeTHOCTH, a HaM TOBOPAT - OeprUTe U MOJIb3yUTECh BOBCIO. A He MPOLLIO
He ToJibkO 10 s1eT, BOOO11e MOYTU HUCKOJIBKO He IPOILIJIO.

Crenymoumdii  MaKpO3KOHOMHYECKMW  PUCK -  3TOpPUCK  8blbopa
asmopumemHo20, HoO Heno00xo00s1Uue20 peuleHUsl.
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B 1996 roay cob6pasvcb MOHCTPbl 3KOHOMHMKM - Microsoft, IBM, Visa,
Mastercard u pemuau paspaboTaThb eAUHOe JIJIs BCexX pelleHhe 10
3JIEKTPOHHBIM IIaTexaM. PaspaboTtanu, HasbiBasiocb OHO SET (Secure
Electronic Transaction). Visa ckasasa: OT/JM4YHO, OyZieM >HUTb C I3TUM
pelieHrWeM. A rpaMOTHbIE JIIO/IU, KOTOpble pa3bupanuck B UT, cpasy nousy,
YTO OHO OYeHb TSKeJoe, HeyZJoOHOe, U HUKTO, YCJIOBHO TOBOpPS, He OyJeT
e3uThb B OysiouHyto Ha BEJIA3e. A Te, kTo He pa36bupanuch B UT (1 B TOT
MOMEHT 3TO ObLJ, B 4aCTHOCTH, Asibda-baHk), B3su U Kynuiau pemenue SET
3a CyMMy OKO0JIO MUJIJIMOHA J0J171apoB 4. Ho y»ke yepe3 roj nmoHsJIH, YTO Ha
BEJIA3e peiicTBUTE/NbHO HeyJOOHO e34UThb B OyJio4Hyl0, Ja U Visa BApyT
BBbILLJIA U3 3TOM accouuanuu, u IBM ckaszasa - U3BBUHUTE, Mbl OLIAOJIUCE...

[losnyuyusiace cuTyanus, Korja BCe BbIOpasid, KTO-TO OJWH BJIOXKHUJICA, a
IOTOM OCTaJIbHble JAPYXXHO CKa3aJid - OH, 3TO OyzaeT He Tak. Ainbda-baHk
1ocJjie 3TOro AoJro pyrajicd ¢ Visa. KOHYU/I0Ch BCce TeM, YTO UX B yTelleHHe
B34JIM B KAKOU-TO HAbJII0JaTe/IbHbIM COBET.

YTo B 3TOM UCTOPUU BAXKHO - BbIOPATh HENMPABUJIbHOE pellleHHue MOTYT U
caMble ONbITHbIe JOAU. M KTO HaM JgoKasas, 4YTO MMEHHO OWTKOMUH -
NpaBUJIbHOE pelleHWe, eCAd CernyaC Ha pbIHKe YXXKe HEeCKOJIbKO ThICAY
KpUnToBaaoT? U OUTKOWH Aa)Ke KOHTPOJIbHBIU MAKET YXKe He JePKUT Cpeau
Hux!

Bce 3TO - MaKpO3KOHOMHYECKHE PUCKHU, OIeHUBATh KOTOPbIE O/KEH KTO?
[leHTpo6aHK, MUH3KOHOMPA3BUTHS, MuHnpoMTOpr 1’| HHbIE
rocy/lapCTBeHHbIE OpPraHbl.

Eme OJAMH MakKpO3KOHOMMUYECKHMM PHUCK -
Npu3HaHue MmMexXHO/02Uu  JAUYEeH3Upyemol  uau
3anpewjeHHoU K UCNO/b308AHUK U XPAHEHUK, KakK
yKe ObLJIO C HAPKOTUKAaMU, OPY>KHUEM, aJIKOTOJIEM BO
BpeMsl CyxOoro 3akoHa. B cBoe Bpemda 4 3ajasce
BOIIPOCOM, KaKas Ba/lloTa caMmas Jiyyuias. Habpasn B
«fIupekce» 3ampoc “camas Jyduiasg BaJlOTa”.. U
3HaeTe, YTO OH MHe Bbljas? [lepBoM e CChIIKOW?
«CaMad Jiy4iiasd BaJloTa - 3TO NaTpoHbl. OJUH NATPOH - OZHA }KU3Hb».

B psge mecT, rae ujeT BOWHA, TaK M eCTh. M HaAlM crielHa30BIbl, KTO B
YeuHe BoeBaJ, TOXKe 3TO MOHMMAIOT. TaM, rZile 3aKOHA HET, OpYKHUe - JydIas
BasitoTa. Ho Kak TOJIbKO MOsIBJISIeTCS 3aKOH — CBOOO/IHOE 0bpalljeHUe OPYKHUs
3anpenamT. ECTh ciuMcok Belllel, 3anpelieHHbIX B [MBUJIM30BAaHHOM MHpe K
CBOOOJTHOMY 06pallleHHI0: HApPKOTHUKH, OpYXKHE, PaAKEeThbl, OMNpejesieHHbIe
XMMHWYECKHe BellecTBa... bbIBaeT Tak, 4YTO [0Jroe BpeMs 4YTO-TO ObLJIO
JleTaJIbHbIM, a I[IOTOM BJIPYT CTAHOBUTCS HeJIeTaJibHbIM. J[0CTAaTOYHO
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BCIIOMHUTb MCTOPUIO KOMIIaHUM Bayer: oHa HauyuHajsa C JerajibHOro
MPOM3BO/ICTBA U NMPOJIa’KK KOKanHa. BblJIM fa)ke KOKAaMHOBbIE KaIlJIK B HOC -
HapOJHbIA KoMHCcap 3ApaBooxpaHeHUs1 Hukosalh CemMalllko MpOMUCHIBaI UX
yseHam CoBHapkoMa. Bayer mpoiBeTas, a NMOTOM KOKAaWH 3alpeTHU/Jd K
JieraJibHOU mpojaxke. Torjla oHM Havyald NMPOU3BOJUTH T'E€POUH >, MOKA €ro
TOKE He 3aNpeTHJIu.

B Takol cdepe, kak obpalleHue JjeHer, Ha KOTOPYI0 roCyZapCTBO CMOTPUT
O4YeHb BHUMATeJIbHO, CUTYyalys, KOTJa YTO-TO U3 JIETAJIbHOTO MOXKET CTaTh
HeJleraJIbHbIM, KpariHe BeposaTHA. O4eBU/IHO, YTO KPUINITOBAJIIOTA B KAKUX-TO
CTpaHax Oy/ieT NMpU3HaHa JieTaJIbHOW, a B KAKUX-TO HeT. B KaKUX-TO cTpaHax
eé€ ye 3amnpeTu/d. M faxke ecsy y Hac MOKa MOXET CYILLECTBOBATb LieJIbIU
Telegram-kaHaus, rge BUCAT 0O0'bSIBJIEHUS O MPOAAXKE KBAPTUP, MALLUH U JaxKe
TUTAHOBbIX MECTOPOXJAEHUH 3a OUTKOWHbI U HHble KPUITOBAJIOTHI, TO
OCTaeTCs OTKPbITbIM BOMPOC IOPUAHUYECKOTO OPOpPMJIEHUS TAKOU CHEJKHU.
Kak npusHaTh, 4TO cZiesiKa COCTOSIACh, YTO JIEHbIU MEePEeLIY OT MOKyNnaTes
K npozaBiy? U HaUMHaAITCA YUCTO PUJUUIECKUE PUCKU - IPU3HAHUE CHEKU
He3aKOHHOM, HeJleraJIbHOM, HECOCTOSIBIIEUCS, UJIH €lle XYKe - IPUTBOPHOHU.

He Tak JgaBHO MO MUpPY NPOKaTWJICA BUPYC-
mudppatop WannaCry, KOTOpbIM HpuUBea K
peasibHbIM 4YeJIOBeYeCKUM KepTBaM, [IOTOMY 4YTO
OH B TOM 4YHCJe 3alndpoBaJ KOMIBIOTEPHI,
OTBeYaBlLIMEe 3a >KU3HeobOecredyeHUE JIIOJEeNW B
OpUTAHCKMX KJIMHUKaX. A OTKyJa OH B3sJcs?
[lepBble gemndpaTopbl paboTaJu HAa OTMEHEe 3TOro WKUdpa Npy yCJI0BUU
omiatel 4Yepe3 SMS. M korza 3TOT KaHa/l OIUIAThl BbIMOTATEJSAM
IepeKpblIY, XaKepbl MepecTald UX pacCbllaTbh 3TU BUPYCHI, IepecTaiu
MCI0JIb30BaTh 3TOT UHCTPYMeHT. M0KHO cKa3aTb, 4TO WannaCry ocCHOBaH
Ha CylleCTBOBAaHWM AHOHUMHBIX KPHUNTOBAJIOT: €CJIM Obl He ObLJIO
OMTKOWHA, He ObLIO Obl 3KOHOMMYECKOTO CMbICJA 3alyCcKaTb BUpPYC-
mudpartop. [loaToMy ecau dYesoBe4eCTBO 3aXO04YeT 3alUTUTbCA OT
BUPYCOB-IIMPPATOPOB, TO NPpUAETCSA OTMEHUTh aHOHUMHbIE
KpPUIITOBAJIOTHL. Beab CKOJIBKO MOXHO 3apa3vuTb 3JEKTPOHUKUA 3THUMU
BUpyCcaMU-JemiuppaTopamMyd, HauyuHash OT CMapTPOHOB M 3aKaHUYHBas
cucteMod BeHTuassuuu! U ecau, He jgan bor, KTo-To OyZeT nyraTb BeCh
MUpP TaKUMH BHPYCaMH, BOINPOC O 3alpeTe KPUITOBAJIT BCTAaHET
MOMEHTAJIbHO. A NPUHUMAIOT 3TU pelIeHUd JIIJAU, KOTOPbIM BBII'OJHO
NPUHATH NOJIMTUYECKHU BbITOJHOE MOMYJUCTCKOE pellleHUe.

Eme ofWH MaKpO3KOHOMHUYECKHU PHUCK - A/1bMEpHAMUBHOe O0eHeNCHOe
obpauwjeHue, He KoHmpoaupyemoe 2ocydapcmeoM. 06 3TOM yKe TOBOpUJIA U
[lpencenateny lenTpanbHoro 6aHnka P® JnbBupa HabuyanunHa, u
3aMMUHUCTpa ¢uHaHCOB Asiekced MouceeB: HHU OJHO HOpPMaJIbHOE
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rocyiapCTBO He JOMYCTUT Ha CBOEH TEpPPUTOPUH OO6palleHHUs BaJIOTh,
KOTOPOE OHO He KOHTpoJIMpyeT. Jlo KaKUX-TO MpeJieJioB Ha 3TO He 06palaloT
BHHUMaHMS, HO, KaK TOJIbKO 06beMbl OOpalleHHsI BbIPACTYT - CUTYyalus
M3MEHUTCS.

HeonpedeﬂeHHocmb HA/102006./10CEHUS 06paneHuﬂ Kpunmoeasrom u
npupocma KkanumadJsad. BYKBaJH)HO 3aBTpPa rocyJapcTBo MOXKET BBECTHU JIIOObIE
HaJIOTHU Ha KPUIITOBAJIIOTY, U TaKOM PUCK TOXK€ HY>XHO TIpeaAyCMOTPETh.

KpMMUHanbHble pucku

aHanutuku - MBZ1, ®CE, PochuHMOHUTOpUHT, LIE

oo ey | Kowpera

Her eAnHOM 3MUCCMOHHOMO

VIcnonb308aKA 1A HEUCNIOTHEHWUA o6, 10 ouroBanioTl  LIEHTPa, He WAGHTHMIPOBa-

Ll ALY L Hbl MNaTENbUIMK 1 GeHeLyap
ArurocyaapcTBerHoi "
COLYIANLHOM MHKEHEPHA Miobsle kpurmosantotel  Onnata LBETHbIX PEBONOLIMNA
Wcnonb3osanue HeCooTBeTCTBUS 1 CMapT-KOHTPaKTS|
TeKyLEeMY 3aKOHOAATENbCTBY Blockchain He cooTeeTcTaytoT noHsTiio ACT
B MOLLEHHUYECKMX Liensx sIKP®
Boposcrea uan nybnnuHoctn
KOMMepHeCKM 3HauMMoii MHGOpMALMI . Mo onpegenexito es
1 KOMMEHECKOTA Tailkbi i Blockchain MHGOPMALIS O BCEX (AenKax
MepCoHaNbHbIX AAHHBIX ML LALENLEL S 1
Heobxoaumbl rapaHTHK

C 61px Gbini ykpageHsl  NPaBOOXPAHUTENbHbIX OPraHOB

XuweHua KPMATOBAMOThI HA COTHM COXPAHHOCTW CPEACTB, a TAKMXeE

MWITMOHOB Lib, oTBeTCTBEHHOrD 33
fieHexHoe obpaleHne B cTpaHe

Mpu 3TOM MbI He cMoXeM obecneumTs
a0CONHOTHYIO HAAEKHOCTL TPaH3KLMiA
B CIUAY TOTO YTO eC/W NO KAKOI-TO
npu4mHe 50% + 1 sanugatop kpunro-
BANOTLI CKAXYT, YTO TPAH3aKLMA bbina,
a Ha camoM jiene ee He BbINo, y HaC He
byaer HMKaKoil BO3MOXHOCTV 3TO
OnpoBeprHyTL", - noscHn Mowcees.

Takux puckoB HeMaJIo.

Jlto6asi KpUNOTOBAIIOTA HAXOJAUTCS TMOJ PHUCKOM UCNO/Ab308AHUSA 05
HEUCno/IHeHusi 3aKoHodame/nbcmea no npomueodelicmeur JAe2aaus3ayuu
(ommbieaHuio) doxodos, NO/IYYeHHbIX ~ NPEeCcmynHbIM nymem, u
¢uHaHcuposaHuro meppopusma (I10//PT).



Elie oiuH puCK - aHmu2ocydapcmeeHHas COYyua/abHas uHxiceHepus. YTo aTo
Takoe? JlomycTuM, JilOAM TOJIy4alOT AaHOHUMHBbIM email, mpu3bIBarOUUN:
«[lpuay Ha bBoJsioTHyH mJOIAAbL B Takoe-TO BpeMs, mnoay4yuib 1/10
o6uTkouHa». CkoJsibkOo Jtoaed npuset? MoXHO coOpaTh OYEHb OOJIBILIYIO
toany. U mpeacraBuM cebe - 3TU JIOAW NPUILIA U TMOJY4YalOT HOBOE
cooOlIeHrE: «A Tenepb NeperuauTe yepe3 MOCTHUK U AouauTe A0 KpacHou
miowagu». Uau no ManexxHou. JIto60#, y KOro B pyKax eCTb 3Ta TEXHOJIOTHS,
MOeT MaHUNYJIMPOBATh OOJIBIIMM KOJUYECTBOM KaJ[HbIX U TJYIbIX JIIOJEN
JMCTAaHLIMOHHO.

Tpetun pUCK - UCN0/1b308AHUE Hecoomeemcmaeus mekywemy
3aKoHodame/lbcmay 8 MOWeHHU4ecKux yeasax. Hanpumep, cMapT-KOHTPAKTHI,
Ha KOTOPBIX BCe OCHOBAHO, B ['paxkJJaHCKOM KoJieKce BOOOIe He ONKCAHBI.
JJieKTpoHHas uudpoBas NOANKCh ONMKCaHa, oHa TaM Ha3biBaeTcs ACII. A 4yTo
TaKoe CMapT-KOHTPAKThI, C OPUJUYECKOU TOUYKU 3PEeHUs He 3HAeT HUKTO, U
eCJIU NIPUUTHU C 3TUM B Cy/[l, V¥ CyJla HeT HUKAKOU 3aKOHOAaTeJbHOW 0a3bl, a
TeM bOoJiee MPAaKTUKH, 10 KOTOPOU Ha/0 MIPUHUMATh CyAebHOoe pelleHuUe. Bbl
0OMEHSIMCh KPUIITOBAJIIOTAMU, Jd, HO CyA,eOHOU MOAIEPKKU ITOTO pelIeHUs
HeT 10 olnpezeaeHUr0. YeMy paBeH 3TOT puck? Hazso oneHMBaTh, B3BelIMBATh
ero. IloToMy 4YTO mnpaBuWJia Wrpbl MOTYT HM300pecTH TaKWe, 4YTO Balld
BJIO>KEHUS B KPUNITOBAJIIOTY 00€eCLeHATCS MTHOBEHHO.

Eme oauH puUCK: B0po8cmeo uau ny6AUYHOCMb KOMMep4eCcKu 3HAYUMOU
UHGOpMayuu U KOMMep4yeckou matiHbl U/aU NepCOHA/bHbIX OAHHbIX. 31eCh
KpoeTcs 6e/ja Bcel TeXHOJI0TUHU 6JI0OKYelH. Bce 3HAIOT Mpo Bce c/ie/IKU Ccpaay.
Bbl 3HaeTe mepcoHa/ibHbIE JaHHbIe BCeX. JTO HANPSMYI MPOTHBOPEYUT
3aK0HY «O MmepcoHaJbHbIX JJAHHBIX.

Puck xuweHust Mbl Bblllle HECKOJIbKO 06cyiuu - Te camble 10%. [Toka. Kak
CKa3asl rocrnoAuH MowuceeB: «Mbl He MOXXeM 00eClNeYduTb abCOJIIOTHYIO
Ha/le?KHOCTb TPaH3aKIMKM B CUJIY TOTO, YTO €CJIY 10 KaKou-To npuuuHe 50% +
1 Ba/IMAATOPOB KPUINTOBAMIOTHI CKaXKYT, YTO TPaH3aKIUs Oblja, a HA CaMOM
JleJie ee He OblJI0, Y HAaC He Oy/IeT HUKAaKOW BO3MOXKHOCTH 3TO ONPOBEPTHYTh».
A ecniu 3TH BaJMJATOPbI elle W aHOHUMHBI, TO PUCK BO3pacCTaeT
CYILleCTBEHHO.

Puck HAxoxcoeHust 3anpewjeHHOll UH@popmayuu 8 cemu
Kpunmosasitiomol. JIl060M BaJUJaTOP KPUIITOBAJIIOTHI SIBJSETCS XpaHUTENIEM
BCEro apXvBa JlaHHbIX cpa3y. [locko/bKy noAaBJisollee YMCJI0 BaJIUAATOPOB
He gdABJseTcs mnpodeccMoHaJaMU B 00J1acTH CO3JaHHUSI U KOHTPOJIA
kpunrorpad¢udeckoro [0, To OHU He MOTYT JAaxke MOHUMATh, YTO BHYTPHU
apxyMBa MOXeET HaxOJWUTbCA 4YTO-AMO0 mocTopoHHee. [lpu 3TOM
UccnepoBaTesv u3 yHUBepcuTeTOB AaxeHa U PpaHKkpypTa 06OHAPYKHUIIH, YTO
B CETU OMTKOWHA NOMUMO PpUHAHCOBOW MHPOpMaLMU XpaHUTCS okoJio 1 600
Apyrux ¢aityioB. Cpey 06HapyKeHHbIX (ailJIOB CEMb HApyLIAlOT aBTOPCKUE
npaBa: B HUX COJepaTcsd OTPbIBKU U3 pa3HbIX whitepapers, npuBaTHBIN



k1104 RSA, cekpeTHbiM K104 [10 M K/IIOY K B3JIOMY 3alMThl OT KOMMMPOBAHUS
DVD. Takxxe 6/10k4eiiH OMTKOWUHA XpPaHUT CBaZiebHble poTOorpadpuv U CHUMOK
JIIOJIEN C YKa3aHWeM WX OHJIahH-NiceBAOHUMOB. Cpein paiyioB 0OHApPYKeHbI
KONUM JuiioMmatudeckux TeserpamMm CIIIA, yTeyka KOTOpBIX NPOU30LLIA
yepe3 WikiLeaks B 2010 roay, ¥ HOBOCTb O JeMOHCTpauuu B ['OHKOHTe B
2014 ropy, HekoTopble ¢alsbl B OJIOKYeHE OWTKOMHA COJZEpKaT
NPOTHUBO3aKOHHYI0 UHOPMaAIUIO U 274 CChIJIKM Ha MO00HbIE pecypchl, 142
M3 KOTOPBIX BeZlyT Ha cepBuUChI B Dark web ©.

U3 CylieCTBOBaAaHHUA JOAHHOTI'O Cl)aKTa BbITEKAIOT B€CbMd HECJIOXHbIE
BbIBO/bI:

CyluecTByeT HeM3BECTHBIM IIMPOKON MyOJMKe MeTOoJ, NOMelLleHUs B
apX¥B OCTOPOHHUX (aNJIOB.

Takum 06pa3oM B apXWB MOXXHO MOMECTUTb (€C/IM OHU TaM YxKe He
HaxO0/JSATCS1) BUPYChl U NHOE 3JI0BpeJHOEe IPOrpaMMHOe obecrieyeHue.

A ecnmum cymecTByeT HEU3BECTHbIM UIMPOKOM MyOJIMKE METOJ,
IOMeIlleHUs] B apXUB MOCTOPOHHHUX (PaW/IOB, TO JIOTUUHO NMPEANOJI0XKHUTH,
YTO CYLLeCTBYeT Y HeU3BeCTHBIM LIMPOKOW NMyOJIMKe MeTOJ, CYUTbIBAaHUS
M3 apxuBa I3TUX IMOCTOPOHHUX alJoOB, B TOM 4YHUCJIE BUPYCOB H
3JIOBPEHOI0 IPOrpaMMHOTI0 06ecreyeHus.

Takxke JIOTUMYHO MpPeAIOJIOKUTH, YTO CYLIeCTBYeT U HeU3BEeCTHBIU
IIUPOKOW MyOJIMKe MeTO/J, CAaMOPaCaKOBbIBAHUS U CaMOyCTaHOBKU TaKHUX
IIOCTOPOHHUX BUPYCOB M 3JIOBPEJHOr0 NMPOrpaMMHOI0 obecrneyeHHd Ha
KOMIIBIOTEDP IM0JIb30BaTeJIfl, 3KCIJIYaTUPYIOIIMe CKPbITble BO3MOHOCTHU
[10 MaliHMHIa KpUNITOBAIIOTHI UJIM UX ONIEPALlUOHHBIX CUCTEM.

Puck  KoHmeliHepHocmu  kpunmosajiomoul. TakuM  06pa3oM, apxuB
KpPUNTOBAJIOTbl  SIBJISETCS KPUITOKOHTENHEPOM. [Tosyuus ero,
N0JIb30BaTeJ/ib MOXKET 3HATh JiMlIb UHOPMaAIUIO, HANIMCAHHYI0 Ha «CTEHKe
KOHTeWHepa», ero Ha3BaHUe U BUJUMOE JiJisl LIMPOKUX CJI0€EB coiepkuMoe. B
HEKOTOPBIX TUINAX 6JIOKYEHHOB 3HATh, YTO €llle HAXOJAWUTCS BHYTPH apXuBa -
KPUIITOBAJIIOTHOTO KPUNITOKOHTEWHEPA, M0Jb30BaTe/Ib HE MOXKET UMEHHO B
cusly 3amdpoBaHHOCTU (ec/id MOHUMAaTh 1MOJ 3alUPPOBAHHOCTHIO
KpUNITONPeoOpa3oBaHUe), a TaKXKe B CUJIY TOrO, UYTO HE 3HAeT aJroOpuTMa
NOWCKa U UJeHTUPUKAUU «J00aBJIeHHON» MHOpPMaUU (He 3HAEeT 4YTO U
r7ie UCKaThb), TO eCTh CTeraHorpadpru. A BHyTPHU MOXKET HAXOJUTbCS BCe YTO
YroAHO: MHCTPYKU MUK TI0 TEeppopu3My MJMU COBEpPLIEHHO CeKpeTHas
nHdopManus. Uiiv BpeJJOHOCHBIN KO/,

Hanpumep, B myO6JIMYHBIA OGJOKYEHH MOXKET NHUCAaTh HeOrpaHUYEeHHbIU
KpyT JIMI], KOHTPOJIb AOCTyIla He NPOU3BOJUTCS U HET COBEPIIEHHO HUKAKHUX
IIAHCOB, 4YTO Ba/JIMAATOPY He TNOCTYNUT KaKasg-Jub0 3ampelleHHas
MHopMalus Uau BUPYC. U HeT HUKaKUX CePTUPUIIMPOBAHHBIX MW XOTS ObI
JIOBEPEHHBIX CPEJICTB, YTOObI NPOBEPUTh, YTO UMEHHO HAXOAUTCS B apXUBe-
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KpUNITOKOHTeWHepe. Kpome TOro, MHOrMe KpUNTOBAJIKOTHI NPEAOCTABJSIOT
pa3paboTuyukaM OTKpbITbIKM API a1 pa3paboTKU CBOMX TOKEHOB HAa OCHOBE
«OCHOBHOM BaJIOTbI». Y pa3pabOTYUKOB MMEITCSI BCe BO3MO>XHOCTH
J1006aBJISITb B KPUIITOKOHTENHEDP HeJleTaJibHbIM KOHTEHT U ero BpsJ, JU KTO-
HUOY/1b KOHTPOJIUPYET, IOMUMO CaMHUX Pa3pabOTUYUKOB.

Bbl1 11 B UCTOpUU NIpelesieHT pealn3alUi PUCKOB B «HEIIPOBEPEHHOM
koHTelHepe»? [la, 6b1. B XIII Beke xaH Xyb6usal 3amyCcTU OTHOCHUTEJBHO
«CKOpOCTHbIe» KapaBaHbl no «llleakoBoMy nyTtu». KTo Bo3paxan Ttorpa
IPOTUB 3TOM HOBOM, AIBHO PEBOJIOIIMOHHOU TEXHOJIOTUM NOCTAaBKHU I'Py30B?
Bce 6b1s1M «3a» ¥ 04eHb pajbl. [IpocTO HUKTO TOrJa He MOHUMAJ, YTO BUPYC
YyMbl, SIBJSIOIIMICA NPUPOAHBIM B MOHroJ/IMM, He CTaJj yclneBaTb YOMBAThb
KapaBaHbl B NycTbiHe ['00M, U 3TU caMble KapaBaHbl 3a CYET YBEJUYEHHUA
CKOPOCTHU CTaJIMd pa3HOCYUKaMu yyMbl B EBpone u Kutae. Llena peanusanuu
pUCKa TOrZa COCTaBUJla CMepThb IOJIOBUHBLI HacesieHUs EBpombl U [AByX
TpeTelr HaceseHus Kuras.

Kakasa «3apasa» ceilyac MOKeT HAXOAUTHCA B 3THUX KPUIITOBAJIOTHBIX
KPUNTOKOHTEHMHepax, Mbl He 3HaeM. O4eHb HECJIOXKHO IOMECTUTb Ty/a
3noBpegHoe I[10, mnoxumarwiiee wuHGOpPMaAUI0 WX HUHOULMPYIOIIEe
KPUTHYECKYI0 HUHQPOpPMALMOHHYI0 HWHOpacTpyKTypy. KakoBa BesryuHa
OCTAaHOBKHU KPUTUYECKOW HHPPACTPYKTYPhI, Mbl Ceiiyac NOHUMaeM?

TexHonormyeckue PUCKU

aHaNUTUKK - KpynHeiilme CyLecTByoWmue WHTerpaTops! ¢ 60bWUM
ONbITOM BHEAPEHWUSA, NPON3BOAUTENN 6aHKOBCKOro codTa, MUHCBA3bL

S o ooy | Komgerma

HenpeaHasHaueHHOCTA 4S8 AAHHOTO TexHonorMA pacnpegeNneHHbIx peectpos

Blockchain 0
NCNONB30BAHKA ocKcha Heobxoauma ang ACY Bockamu
HecooTBeTCTBIA NOCTaBNEHHbIM Bce BUAAT BCe TPaH3aKLMK, CKOPOCTb —
3aa4am (M3NKLWHAA NyBAUYHOCTS, Blockchain 3 (MaKcUMyM 5) TpaH3aKLWK B CEKyHAY
HU3Kas CKOpOCTb) CyLYECTBEHHD YBENNYEHA DbITh HE MOXKET
HennoabauHoro caaaaHus o ABTOpa HIKTO HWKOTAA HE BIAEN, HeACeH
posp d fiks NCTOMHUK GUHaHCUpoBaHmA B 20 MAH. gonn

Pogunca syTpu Tor'a, TecHo cBA3aHHBIM

¢ P (http://www.cnews.ru/news/top/
MepBOHa4ansHOro NCNONL30BaHNA EHTHOIH anonimnaya_set_tor_na_60_finansiruetsya),
TEXHONOMM B MarazuHe Silk Road, Ha3biBaembIM Amazon

unu Ebay ana HeneranbHeIx
T0BapoB



Omkyoda e3s1acb mexHoso02usi 610kyeliH? HUKTO 06 3TOM He TOBOPUT. A
Be/lb TEXHOJIOTMA paclpe/ieJIeHHOTO peecTpa U3BeCTHA He IoCJeJHUe JIeT
NTh, KOTOpPbIe O HEW roBOpPAT, a JieT 35-40. U ucnosib3oBasiacb 0HA 0OOBIYHO
JUISI aBTOMATU3UPOBAHHBIX CHUCTEM YIpaBJeHUS BOUCKAMH, Mpex/Je BCEro
/i1 00MeHa TakTU4eckoul mHdopMmanuei. [IpeacraBbTe cebe, yTo y Bac 50
00eBbIX IOHUTOB, KOTOpble BeAyT OoeBble AeUCTBUA. M KakoW-TO IOHHUT -
HallpUMep, BEPTOJIET, KOTOPBIU NMOAHAJICA B BO3/YX, YTO-TO BaXXHOE YBU/IEJ,
noJiydyus MHPoOpMaLnuw. ITy MUHPOpPMALMI0 HAJ0 MepefaTbh BCeM KOHUTAM
no/pa3zieJieHuss 1 KOMaHJAOBAaHUI, YTOObl KaXKJbl U3 HUX MMeJ MOJIHYIO
KapTUHY 60s. J/In60 Hanpsmylo, M60 mo 1enoyke. TpaH3aKUsA CUMTAETCA
3aKOHYEHHOW, TOJIbKO KOrja 3Ta HWHoOpMauus Jgoexaja [0 KaXAoro
paspelieHHOro aboHeHTa. He ¢ Toro MomeHTa, Korja KaKAblkd y3Has, a
MMEHHO KOrjia JaJl OTKJHUK, 4To mnoayuyua. Eciu y Bac 50 abGoHeHTOB,
nepejaya JaHHbIX NPOUCXOAUT JOCTAaTOYHO ObICTpPO. HO Kak TOJIBKO HX
CTAaHOBUTCSI ThICSYa, HAYMHAIOTCA NpPO6JieMbI... /[0 3TOro He JJO3BOHUJICS, C
3TUM CBf3b MOTEpsHA... A OJIOKYEWH HM3HA4YaJIbHO PACCUMTAH HAa MHOTHE
TBICYU Y3JI0B BasiuAauuu. [loaToMy ObICTPOJENWCTBUE 3TOW TEXHOJIOTHM
COCTaBJIA€T MAaKCMMyM 7 TpaH3aKLUMU B CeKyHAy. YTO 3TO 3HA4YUT B
cpaBHeHUM? Y Hac B «KubepmuaTe» mITaTHas «CKOpocTpesbHOCTb» 100
TpaH3aKL UK B ceKyHAy, nukoBas - 500. B CoepbaHke, npeAnos0xy, ITaTHas
rae-to 400, nukoBas - 1500 TpaH3akIUKA B CEKYHAY. ITO CKOJIbKO HY>KHO
6s10kyeiiHOB? Korga 'epman 'ped roBopuT o noJsib3e 6GJIOKYENHA, s Cpa3ly
Ha4YMHal0 NPUKU/BIBATH - CKOJIBKO Ke eMy UX MOHaZ00uTCca?

Puck Hecoomeemcmaeusi nocmasieHHbiM 3ada4am. UTo Takoe 7 TpaH3aKI U1
B CEKYHAY? ITO 0KOJIO 220 MUJIJIMOHOB TPAH3aKIMM B I'0Jl. A y HaC HaceJieHHe
140 MuIIMOHOB! 3TO 3HAYUT, UTO KAXKJbIM M3 HAC MOXET cJeJaTb MeHbllle
JABYX Tpansakuui B roz! A eciyd Haf0 TPU, TO TPETHIO HAJO €lle TOJ K/AATh.
Eciu ke BaM HyxHO, K npumepy, 300 TpaH3aKI UKW, TO U3BUHUTE, Bbl He
JIO)KMBETE 0 UX BbINOJIHEHHUA. [[03TOMy BHeApeHHE TAaKOW TEXHOJIOTUMU B
60JIbLIMX COOOIeCTBaX B MPHUHIMIIE HEBO3MOXHO. A 60JiblIKe COOOIEeCcTBa
KaK pa3 U OOCAYKMBAKT OAaHKUPbI, UM 3TO MHTepecHo. Korjja koMnaHuewn
IBM 6bls1a cobpaHa mepBas CepulHasi COTHS KOMIBIOTEPOB, OJUH KyIHUJI
[leHTaroH, 0iMH — METEOPOJIOTH, a OCTaJIbHbIe 98 - 6aHKM.

Bbein  keiic ojuH, KorJa rpynna pa3pabOTYMKOB, VYCJAbIIAB, YTO
ObICTpOAENCTBUE 7 TpaH3aKLUH B CEKyHAY - 3TO Hecepbe3Ho, cobpasia B
OZTHOM KOMHaTe ThICAYY KOMIIbIOTEPOB, COEAMHUIA UX ONTUKON U J106UJIACh
200-300 Tpan3akuuu B cekyHAy. Ho pacnpenesieHHOCTb peecTpa, eCc/id BeCb
3TOT peecTp HaxXOJUTCS B OJHOM KOMHATE, CTAHOBUTCS HUKaKou. [loToMy 4TO
eCJIM Thl XOYelllb pacnpeeyuThb [0 3eMHOMY LIapy 3TOT PeecTp, TO Hazo
N0JIb30BaTbCsl BCEM CUCTEMOM CBsI3U: MeJb, BO3AYyX, U TaK Jajee. A Ha
pacnpejie/lIeHHOM,  MO-HAaCcTOSLeMy  pacnpesejieHHOM, CeTHU  TaKou
NPOU3BOJUTENBHOCTU OBITb He MOKeT. /lJi1 BOeHHbIX 7 TpaH3aKUUK B
CeKyHJly mnpuemJieMbl. A OaHKHPOB TakKoe OBICTPOAENCTBUE He OyJeT



yCTpauBaTb. JTa TEXHOJIOTUS H3HAYaJbHO JeJsiajlacb He MOoJ, 3TO U He
NOJXOJUT MO HbIHEIIHI010 GopMy GUHAHCOBOTO PbIHKA.

[IoTUXOHBbKY MOAXOAUM K TJIaBHOMY. Puck HenpospauHozo co3danus. Kto
nycaJj Tex3aJaHue Ha co3ZaHue 3toro copTBepa? KTo npruHuMasn B paboTy?
KTo nucan cTtpykTypHbid aaroputm? KTo npuHUMas B 3KCIJIyaTalHUO KOA?
KTo npoBogu otyiaaky?

®oTo: Xakep.ru

Hartanbsa Kacnepckasg mnepBasg mnyOoJUYHO
3asgBUJIa 00 3TOM, YTO HeT HHKakKoro CaToliu
HakaMmoTo, a 3a OJIOKYEHMHOM CTOMT TrpyImna
aMepUKaHCKUX KPUIITOJIOTOB. MBI yXKe 3HaeM,
YTO TEXHOJIOTHUS paclpefesIeHHOro peecTpa
M3HavyaJIbHO McloJib3oBajsiach B ACY BolHckaMu
JIOBOJIBHO JIaBHO, U UMEHHO [103TOMY IIPO Hee HUYero He MUCaJd B HayYHbIX
¥ HAy4YHO-INOMNYJISAPHBIX KypHaJiax. A Telnepb Mbl Y3HaeM, YTO KTO-TO IZe-TO
3Ty TEXHOJIOTUIO YK€ HCnoJib3yeT. U sBHO OH B HeW pa3bupasici B Hel
paHbliie. A B KAKOM MeCTe eCTh JIIOAH, KOTOpble pa30MpalTCs B TAKKUX Bellax?
O4yeBH/IHO, YTO 3TO - [leHTaroH.

Tenepp paBalTe BCIIOMHMM, TZe BIepBble OblJ UCIOJb30BAaH OUTKOWH?
EcTh Takag aHOHUMHAadA ceThb Tor, U B Hel ObLI oHJslaH-MarasuH Silk Road,
KOTOPBIM TOproBas HapkoThkaMu. CeTb Tor cymiecTByeT Ha aHOHHUMHBIE
NOXXEPTBOBAHMUSA, HO KaK HU CTPAHHO, U3BECTHO, KTO SBJISIETCA TJIAaBHBIM
noHopoM. ITo PenepanbHoe 610po pacciaenoBaHui CIIA. U moHSATHO, 4TO
B3JIOMAaThb 3Ty CETb HEJIb3s, IOTOMY YTO HY>XHO B3JIOMaTh NATb CEPBEPOB
noApsfa... Eciv, KoHe4HO, BCe 3TU NATh CEPBEPOB HE TBOU. A €CJIM OHU TBOMY,
BCE NATh, Thl YMTAEUIb BCIO 3Ty MEPENUCKY M NPUHHMAENlb PEeLIeHUs: BOT
3THUX MbI TOCAJUM - 00eCIIeYUM CTAaTUCTHUKY, STUX Mbl HE Ca’KaeM, a CMOTPHUM,
KTO Ha HUX KJIIOHET, 3THUX He CaKaeM - OHU HaM IJIATAT. 3JIble JIJU FOBOPAIT,
YyTO TakKk M ObLIa co3JaHa ceTb Tor - onpejAesieHHbIMU JIOJAbBMHU [Ji
onpe/ieJIEeHHBIX JIIeN.

A npo UnTepHeT-mara3uH Silk Road 3sb1e s3b1ku roBopsT, 4To Korga OBP
JIOBUT KOI'0-TO C HAapKOTHMKAaMM, OHO 4YTO-TO TaM CJaeT TrOCyJapCTBYy, a
OCTaJIbHOE, KOHPHUCKAT, NPOJAEeT HaJIeBO, a /e CaMbli YA00HBIA MarasuH,
rae npoJiaTb KoHPUcKaT HajeBO? O4yeHb YA00HbIM UHCTPYMEHT JJis 3TOTO -
HUuTepHeT-MarasuH. Ecau eme 3HaTh, uyTo B CIIA Bce cotpyaHuku PBP
obHUIIMaJIbHO OCBOOOXJAEHbl OT OTBETCTBEHHOCTH 3a oOmepanydd C
HapKOTHUKaMH MO/ NMPeAJoroM «MM MPUXOJAUTCA 3TO AenaaTb, 4Tob6bl B OIIT
BHEJIPSAATbCSA», TO KapTHUHKa BOOOIEe CTAaHOBUTCSA 3akKOH4YeHHOU. Cpa3sy
CTAaHOBUTCS fICHO, KTO M KaK KOHTpPOJIMpyeT JaHHbIM pbIHOK. Ho, czesas
HECKOJIbKO 060pOTOB “HAapKOTUKU/OpyKHe - OUTKOWH”, 3TU JIIOAW HadyaJu
copacblBaThb KpUIITOBAJIOTYy WA MEHATb €€ Ha KBapTHUPbI, MallWHBI,
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THUTAHOBbI€ MECTOPOXAEHHUA U TAK AaJIE€. A ITIOCKOJIbKY Y 2THUX H}O,Z[eﬁ €CTb B
dpCeHaJsie MHOXXECTBO XKYPHAJIMCTOB, pa3AyTb UCTOPHUIO BOKPYT BCEro 3TOrO
He CTOMJIO HUKAaKOrI'o TpyJa.

[IpsAMbIM  c/leACTBUEM BCEro BblllleNepedyucJeHHOro sBJjaseTcs Puck
HEYasiHHOU ympamobl.

JloCTyn K KOIleJIbKY C KPUIITOBAJIOTON MOXET ObITh YTEPSIH B pe3yJibTaTe
noTepu MapoJisi, c60s1 Ha HOCUTEJe [AAHHBIX, NOTEpe CaMOTo HOCUTEJs
JlaHHBIX.

M3-3a npuHuMna GyHKIUOHUPOBAHUS KPUIITOBAJIIOT U JieXallell B €ero
OCHOBe TEeXHOJIOTUM OJIOKYeMHa MapoJiu [OJIb30BaTeJied HUTJe He
COXPaHAKTCSA, KpoMe HUX NaMATH WJM JIMYHBIX 3anuced. Her
COOTBETCTBYIOILLEr0 OM3Hec-NpoLecca, Npd MOMOLM KOTOPOTO MOXKHO B
JIMMHOM TMPUCYTCTBUU 3aMEHUTb MapOJId, YJAOCTOBEPUTb JIMYHOCTb
BJaJie/iblla ¥ BEPHYTb IpaBa Ha 3THU KPUNOTOBAJIOTBI WA UHBIE
KPUNTOAKTUBBI.

Kak coobwaer New York Times, okono 20% oT cyliecTByHOLUX B MUpPe
18,5 MJIH GUTKOMHOB HAXO/IUTCS HA KOIlleJIbKaX, KOTOPbIE ObILJIM 110 KAKOU-TO
NpUYMHE 3a6JI0KUPOBaHbI, JINOO YbU NAPOJIU ObLIM 6€3BO3BPATHO YyTEPSHBI.
O6masgs  CTOMMOCTb  BaJ/IIOThl, KOTOPOW  HeJb3sl  BOCIO0JIb30BaThCH,
oneHuBaetcs B $140 mipp.?

[TogBoas utoru. [lepes TeM, Kak KyJila TO BOUTH, JJaBalTe MOJAyMaeM - a Kak
BBIXOJIUTh OyaeM? W eciu okakeTcs, YTO 3TO ObLJIO OTMbIBaHHWE B 0CO00
KpYIHbIX pa3Mepax, TO 110 CYyTHU Bbl 0Ka3blBaeTECh COYYaCTHUKOM OTMbIBaHUS
onepanu C HAPKOTUKAMHU U OPYKUEM.

HanpaBneHue npuHATUS
peLleHnii - pasaeneHue
PUCKOB Mo Npopunam

CoOTBETCTBEHHO, aHaNu3 pPUCKOB
I'lpOd)VIﬂbeIMVI cneynanucrtamMmu

«bepa, Konb canorn HayHer
TayaTb MUPOXHUK»
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Hazmo 3aHATbCS MeHeMKHUpPOBAaHUEM PUCKOB. ONHUChIBAaeTCAd PUCK,
ONKCBHIBAETCSI €r0 MaKCMMaJibHasl BeJIMUMHA, POPMUPYETCH TaK Ha3blBaeMasi
CTpaTerus yrpo3, ONMCbIBae€TCSA BEJIMYWHA 3TOU YIPo3bl, U KAKUM 00pa3oM eu
Ha/Jl0 NIPOTHUBO/JIEUCTBOBATb.

Kak wu3BecTHO, Haubosiee 3PPEKTHUBHBIMM OOpLUAMH C TepPpPOPUCTAMU
SIBJISIIOTCSI CAMHU TEPPOPUCTHI - Te, KOTOPble KOHTPTEPPOPUCThI. OHU 3HAIOT,
KakKMM 00pa3oM OCyU|eCTBJATb TepPaKT, U JIErKO J0raJbIBalOTCH, KaKUM
00pa3oM HUX MOXHO HeWTpPasn30BbIBaTh. JIIOOGOM XOPOLIMW HU3TOTOBUTEJD
OpPOHM NpPEKPACHO 3HAET, KaK YCTPOEH CHApsJ, MHAaY€e OH He cleslaeT OPOHIO.
[loueMy, Korga GaHAMTHI HABA3BIBAOT CBOK KpbILlYy, OHM HA3bIBAKOT 3TO
cTpaxoBKou? [IoTOMy 4TO 3TO BCe eJUHOE LEJIOE.

He Tak paBHO mNosiBUJach TeOpUsl TOCYyJapCTBa KaK CTalMOHApPHOTO
6aHAMTa, 32 Hee 4yThb JU He HobGesieBCKyr NpeMHI0 Jlald 3KOHOMHUCTY,
KOTOpbIA ee HanucaJ. PopMyMpys BCIO TEOPUIO B OJHOU Ppase - “y Koro
camasi 60JiblIas [yOUHKA, TOT W IJIaBHbIA Ha 3TOW TeppuTOpuU”. B ciaydae c
KPUNITOBAJIIOTAMHU - TO e caMmoe. YToObl 3aHMMAaTbCs MAaKPO3KOHOMMKOH,
HY>KHO U/ITU K KPYTTHEUIIIUM >KyJIMKaM B MaKpO3KOHOMHUKE - B L[eHTpob6aHK, B
[IpaBuTebCTBO. UTOOBI 3aHUMATbC KPUMHHAJIOM, HAaZ0 HUATH... IOHATHO
Kyga. ToJbKO TOrja, Korjja UM CTaHET 3TO BbIFOJHO U HUHTEPECHO, OHU
HAYHYT yNPaBJsATh 3TUM NPOLLECCOM.

Moe riy6oyaiiiiiee yoexxieHre, 4To HacTosiasg AMepuKa - Ta, KOTOPYIO MbI
3HaeM - HayaJiach ¢ co3ganueM B 1920-x rogax Murder Incorporated. Koraa
KpynHeHiide MadHo3Hble KJaHbl COOpa/iMCh W pelIWIM, 4YTO YOHUBaThb
yesloBEKa MOXXHO TOJIbKO C paspellleHUs pyKOBOJUTeJed BCceX MadpHO3HbIX
KJAaHOB oOJHOBpeMeHHO. Torama KoOHYWJICA Oecrnipezes, W OHU CBOUM
BHYTPEHHUM CYI0M IPUTOBapUBaJIM, KOTO MOXHO YOUTb, a KOro HeT. C 3TOro
MOMEHTa CTpaHa CTaJjla IJUBUJIM30BaHHOU. [0 3TOro KOBOOU CTpEsSJIU MO
meprdam, a mepudbl M0 KOBOOSIM, U OHU APYT OT JIpyra OTJIMYAJIUCh TOJbKO
HaJIMYUEeM WJM OTCYTCTBUEeM 3Hadyka. Ho ¢ Toro momeHTa, Korja B
HeJieraJlbHOM MNPOCTPAHCTBE MOSIBUJIOCh CBO€ CyJIONPOM3BOJCTBO, C TOTO
MOMeHTa Hadajsacb I1uBuiau3auus B CIIA. Jlio6oil puCK Jl0o/DKeH
paccMaTpuBaTbCcs NpodecCHOHATbHBIMU PHUCK-MeHeIKepaMUd. A BOT KTO
OHM... [IucaTp He 6yZileM, HO TOHUMAThb OYAEM.

[loaToMy pa/ss omnpejfiesieHUs PUCKOB KPUINTOBAJIOT U CO3JAaHUS PHUCK-
MeHe/PKMEHTA KPUITOBAJIT HAJZl0 NOJAEJUTb BCE PHUCKA HaA TPyNNbl, U
KaXX/1y10 TPYINIy PUCKOB JOJDKHBI U3YUYUTh T€, KTO B 3TOM pa3bupaeTcs.

Hanpumep, IT pucku cTtouT nopydyuTb MUHHUCTEPCTBY CBA3U U
Axkanemuu Hayk.

JKOHOMUYecKHe pUCKU - lleHTpobaHKy, MHWH3IKOHOMpPA3BUTHUIO,
MuHouHy.



KpyvMuHa/sibHble  pUCKM -  MuHUCTepcTBY  woctuuuu, MB/,
[IpokypaType, criencay>xo6am.

MU Toabko cobpaB mnpodeccuoHa/lbHble MHEHUs BCeX TPYNI BOEJUHO,
MOXXHO MTPUHUMATh 06'beITUHEHHOe QyHAaMeHTa/llbHOE pellleHHe.

KaTacTpodoycToiiuuBOCTD U ) KMBYY€CTb.
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Teopuss BepoOATHOCTHM yYUT HAC, 4YTO JBYKpaTHOe [AyOJUMpOBaHUE
MHQOPMALMOHHON HWHQPPACTPYKTypbl B MHPHOE BpeMsl, HanpuMep, Ha
TPaXJAHCKUX CaMoJleTaX, WJM B IMPOLECCUHIOBBIX CHUCTEMAX, ABJIAETCA
BIIOJIHE JOCTAaTOYHBIM, a TPEXKPAaTHOE YK€ U HECKOJIbKO H30bITOYHBIM.
HasbiBaeTcs 3TOT nmapameTp — KaTacTpopOyCTOUYHUBOCTb. A BOT B OOEBBIX
camosietax u ACY Boiickamu, Hanpumep, AyO6JUpPOBaHUE KPUTHUYECKOU
MHQOPMALMOHHON HHQPPACTPYKTYpPhl JOJPKHO COCTaBJATh 4-7 pas. [lo Tou
IPOCTOW MPUYUHE, YTO BO BpeMs MCIIOJb30BAHUA ITOTO YCTPOMCTBA B
00eBbIX 1eJiIX NPOTUBHUK MpeAIpUHUMAaEeT Mepbl JJis YHUUYTOXEHUS
TakoBOro. [loaToMy npu yMmbllllJIeHHOM NOpakeHUHW 2-3-4 ypoBHeU O60eBOH
MHPOPMaLMOHHOW MHPPACTPYKTYPhI CaMOJIeT UJIM CUCTEMA YIIpPaBJIeHUs BCe
paBHO [OJKHBI BBINOJIHATH CBOU 0OoeBble 33aj4ayd. [losToMy U ypoBeHb
lyOJIMPOBAHUSA YeTbIpeX-CeEMUKpAaTHbIM. M Ha3bIBaeTcsd 3TO — >KUBYYECTb.
TepMHH 3TOT UCNOJIb3yeTCA NPY MPOEKTUPOBAHUU U TECTUPOBAHUY OPYKHUS.
MO>XHO yC/ABbIIIAaTh CJOBOCOYETAHHUS] «KHUBYYECTb KOpPabJisi», «KHUBY4ECTb
TaHKa», «KHWBYy4YeCTb camoJieTa». Ho Takoro cjoBoco4YeTaHUs AJisi MUPHBIX
cucteM HeT. [IoToMy 4TO Takoul ypoBeHb >KMBYYeCTU B MUPHOE€ BpeMS He
HyKeH. He HyXeH /i1 MUPHOTr0 NacCaKUPCKOr0 caMoJieTa CEMUKPATHBIU
ypOBeHb AyOJMpOBaHUSA OOPTOBOM 3JeKTPOHUKU. W A  MUpPHBIX
NPOLLECCUHTOBBIX CUCTEM CEMUKpPATHBIM YPOBEHb JyOJUPOBAHUS TOXE HeE
Hy>KeH. Ec/ii, KOHEeYHO, He CTaBUTb Iepe/ cob0i 3a/1a4 10 GUHAHCUPOBAHUIO
TeppOpU3Ma, pa3BeJblBaTEe/JbHbIX CeTed B TbUIy MNPOTUBHUKA WJIHU



OCYILeCTBJI€HUSI 3aBeJOMO NPOTHBONPABHbIX JIeIHUM THIA peasr3aluu
HapKOTHKOB.

B 6/10k4yeliHe e KaxKJbll «JOOBITUMK» - «MalHep» B Hjeasie AyOJIUpPYeET
NpPAaKTUYECKA BCH CeTh. JTO KaKasg-TO CylepMeraXuBydecTb. Jlaxke mpu
yHUUYTOKeHUH  99%  pe3epBUpOBaHMA  OJIOKYEMH He  IepecTaer
byHKuMoHMpoBaTh. Ho pa3Be BO3MOXXHO B MHUPHOE BpeMs NoTepsaATb 99%
MHOPaACTPYyKTypbl pe3epBupoBaHua? KoHneuHo, HeT. Torza 3a4yeM Bce BpeMs
IJIATUThb 32 TaKOW IBHO U30BITOYHBIN pecypc?

3a MeraxuBy4eCTb KPUIITOBAJIOT NPUXOJUTCA IJIATUTh JONOJTHUTE/IbHOU
paboTOM MNpOLLEeCCOPOB BCeX VYYAaCTHUKOB, a [IJIaBHOE - BpeMeHeM
TpaH3akuuu. UMEeHHO ABHO M30bITOYHAsA Mera:KMBy4eCTb M SABJIAETCA
NPUYMHOM HHU3KOM MNPOU3BOAMTE/NIBHOCTH M  BBICOKON IL€eHOH
HUCII0JIb30BaHUA KPUIITOBAJIIOT.

BeiBlIMK reHepasbHbll Aupektop PayPal Yunpsam X. Xappuc numer
«TpebyeTcs 0KOJIO 4Yaca AJid NMOATBEPXKAEHUS TPaH3aKLUMU OUTKOMHOB, a
cucTeMa OWTKOMHOB OrpaHH4YeHa MATbIO TpaH3aKLUSIMU B CEKYHAY.
MasterCard MmoxeT o6pabaTtbsiBaTh 38 000 B cekyHay. [lepeBog 100 gosinapoB
CIIA or opgHOro yesioBeka JApyromMy CTOUAT OKoJsio 6 posuiapoB CIIA ¢
MCII0JIb30BAaHWEM KPUINTOBAJKWT M MeHee 1 fosulapa € NOMOLIBIO
3JIEKTPOHHOTO YeKa...... Ha co3ganue opHoro bBuTkouHa (mporecc,
Ha3bIBaeTCsd «[00bI4a») TpebyeTcs CTOJIbKO e 3JIEKTPO3HEPTUH, CKOJIbKO
XBaTUJIO OBl CpeJlHEW aMepUKAaHCKOM ceMbe Ha JiBa roja. Eciu 661 OMTKOWH
MCII0JIb30BaAJICA [JI 3HAYMTEJbHOM YaCTU MHUPOBOU TOProBJU (4ero He
NpOU30MJIeT), OH NOTPebJsisAJ Obl O4YeHb OOJIBUIYHD 4YacTb MHPOBOIO
3JIEKTPUYECTBA, OTBJIeKas JePULIMTHYI0 SHEPTUIO OT MOJI€3HbIX 1jeen.» &

[l MUpPHOTO NMpUMeHEHUsl OJIOKYEWHA BIOJIHE JOCTAaTOYHO COKPAaTUTh
4Yucio y3J0B Bepupukauuu a0 10, makcumym a0 20. A ecau nepenaTb 3TH
GYyHKIIMU BepudUKaAllMUM UIpPOKaM, OTBETCTBEHHBIM 3a PUCK-MEHEKMEHT
JlTAHHOW KpUNOTOBAJIIOTHI, TO BCe BCTaHET Ha CBou MecTa. [losydum
CBEPXHA/JIEXKHYI0 M0 KaTacTPOPOYyCTOMUYUBOCTU (M JaxKe 1IKUBYYECTH)
IJIATEXXKHYID ~ UHQPPACTPYKTYpy, TrJle  BepuPUKaATOpaMu  SBJISAKTCA
MUHUCTEPCTBA W BEJOMCTBA, YIOJHOMOYEHHbIE TOCYJapCTBOM. Pucku
MCII0JIb30BaHUS TaKOW KPUNITOBAJIIOTHI OYAYT MUHUMaJIbHBIMHU.

TakuMm o6pas3oMm, HauboJiee palMOHAJbHBIM Pa3BUTHUEM TEXHOJIOTUU
pacnpejieJIeHHOTO peecTpa il CO3/IaHUs] KPUNITOBAJIIOT SIBJISIETCS CO3/laHUE
KPUNTOBAJIOTHl C CUJBHO OTPAaHUYEHHBIM KOJIMYECTBOM BepUPHUKATOPOB-
peecTpozepKaTesel, YUCI0 KOTOPbIX, COCTaB U 00513aHHOCTHU (MIpex/ie BCero
no CHU>KEHU IO PUCKOB HCI0JIb30BaHUs) oyayT onpe/iesieHbl
[IpaBuTesnbcTBOM. B ux ywucao o6s3aTesbHO OyAyT BXOAWTb MUHCBS3Y,
Axkanemusi Hayk, lleHTpo6aHk, MuH3KOHOMpa3BUTHUSA, MUHOHH, MHUHIOCT,
MB/I, IIpokypatypa, crencay>xobl.
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Bce ocTanbHble nosib30BaTeNn OyAYT N0JAb30BAThCA 3TUM PEECTPOM U He
OyAyT AepkKaTb Y ce0s1 «apXUBbI» YYKUX TPAaH3aAKLUH.

11.04.2018

B pesysbTaTe pasMblllJieHUS U OOCYXKJEHHUA CUCTeM paclipefieJIeHHOIro
peecTpa [/ CUCTEM aBTOMATHUYECKOIO YINpaBJIEeHUA BOMCKAMU YJAaJOCh
IIOHATH, YTO YUCJIO He TOJIBKO Y3JI0B JyOJIMPOBAaHMs, a JaXe aOOHEHTOB y
HUX, BeCcbMa OrpaHuyeHo. Bo-nepBbIX, moppaszeseHue, rpybo TroBOpH,
BOIOMOIlee B palloHe MypMaHCKa He HY»X/JaeTCd B TaKTUYECKUX JaHHBIX Ha
KaBkase. A BO-BTOpBIX, IIpU IONAJaHWU B IIJIEH OJHOrO 60EBOr0 IOHHUTA
INPOTUBHUK He J0/DKEH MOJYYUTh JOCTYN K OOJIbLIOMY 00beMYy CEKPETHBIX
JaHHbIX. YTO caMoe HHTepecHOe, y JUBEPCAHTOB Ta e KapTuHa. llpu
IOIa/laHUH B IIJIEH OJJHOTO JUBEpCaHTa MeCTHasd KOHTppa3BeAKa He JJ0JDKHA
NOJyYUTh MHOTO HHPOpMALUMU O [JUBEPCUOHHOM ceTU. Yucao y3/10B
AyOJIMPOBAaHUs, TaKUM 00pas3oM, JAake B CaMbIX PUCKOBAaHHBIX 30HaX He
npesbiaet 10.

To ecTb aMnUpUYecKUe JaHHbIE JAIOT HAM BO3MOXXHOCTb C/I€JIaTh BBIBO/,
4yTO AybsiMpoBaHue 60siee 10 pa3 He HYXKHO HUT/e U HUKOMY HU NPU KaKUX
yciaoBusiX. HU oiHOMY moJib30BaTe 0 B MUpe. 3aKpbIThIA UHTEPBAJI OT 1 J10
10. He cyiuiecTByeT Takoro pucka B Npupoje, Tpebywiuiero 6osiee yem 10-
KpPaTHOT0 pe3epBUPOBAHMUSI.

Torza KOMy »Ke HY)XHbl KPUITOBAJIOTHI C MHOTOTBICSYEKPATHBIM
Ay6IMpOBaHUEM BCETO peecTpa?

[Ipy pgauTeNbHOM pa3MblIIIJIEHWU YAAJ0Ch BbISIBUTb
TOJIBKO OJIMH THUIN OpraHu3alui, KOTOPbIM HaJ0 3HATh
BCce 000 Bcex. HeT, KOHeYHO, eCTh elle U )KYPHaJIUCThI, HO
BbICOKOYpOBHeBasi ~ Kpunrtorpadpuss ¢  3JieMeHTaMH
TEXHOJIOTUH CHCTeM aBTOMAaTHUYECKOTO yIpaBJeHHUs
BOMCKaMU — 3TO «He MX Nodepk». [IoHSATHO, 4TO [
CHELCIYKO0, eC/IM OHU SIBJISIIOTCS OpraHU3aToOpaMy BHeJPeHUsI KPUIITOBAJIIOT,
TaKOW HUHCTPYMeHT yAo6eH. Kaxabiii cam JaeT Ha cebs BeCcb 00beM
NPUBATHBIX JAHHBIX, CBATO Beps, YTO CHUCTeMa AaHOHUMHA, U He XeJjas
JlyMaThb, YTO JIOOOW KPUNTOCOPT, CO3JaHHBIN CllelcayK6aMH, IPOCTO 06513aH
UMETb «03KA0P»
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JTo HOpMaJibHasA paboTa CleLcayx0, UM UMEeHHO 3a 3TO 3apIlJIaTy IJIATAT.
Ho nosib3oBaTensiM-To 3TO 3a4eM? Jlaxke eC/JIM y HUX eCTb Takas 0oJblias
JIIOOOBb K CIIELC/yXK0e CBOeW CTpaHbl, TO MOXHO, HaBepHOe, HAUTU MeHee
3aTpaTHBIA M CJA0XKHBIM MeTOJ mnepefadyu UM uHbopmauuu. Eciu xe pedyb
UJleT O CHeLcayXbe [Apyrou CTpaHbl, TO MOXHO MONAcTb B BecbMa
ILEeKOT/JIMBYI0  CUTyallMl0, He3aMbICJIOBAaTO  OINMUCAHHYI  YTOJIOBHBIM
Kogekcom. Kak mucan moaT «TaM mpocTo 6e3 CoJu efdaT, TaM IITeMIIesb
CTaBAT HaAyraj, KJaJAyT B KOHBepT U INOCBUIAIOT 3a Moxah». U ecin
JIOMOXO03fIMKa CMOXXeT /[l0Ka3aTb TBepJoe He3HaHUe OCHOB TeOpHUH
Ha/Zle)KHOCTU KaK 4YacTU TEOpUM BEePOSATHOCTH, TO JIIOOOMY aUTHULIHUKY,
KOTOpbIN HaBepHAKA JO0JHKeH ObLI XOAUThb Ha JIEKLUU 110 TepBepy (Teopuu
BEepOATHOCTEM), [Ja elle M 3K3aMeHbl CJaBajJ, O YeM OCTaJoCh
JIOKyMeHTaJIbHOe NOJTBEpXK/JeHHe, OTBepPTEeThCA OyAeT HeJierko. ApryMeHT
«BCe TaK JieJIaloT» MOKeT U He CpaboTaThb, IOCKOJIbKY THOCE0JIOTMSA — HAayKa O
MO3HAHUH, fBJAKOLIASACA 4acTbl (uUI0COPUH, NPSAMO TOBOPUT HaM, UTO
«MHeHHe O0JIBIIMHCTBA He ABJIAeTCS KpUTepUueM UCTUHDI».

03.05.2018
[locaednsis pedakyus 31.03.2021
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IOMoOp npo KPUNITOBAIIOTHI:

[Ipu ™MaliHMHre OyJibObl OCYILECTBJSIETCA TOT e I[pouecc -
caM03apOoXJeHue JIMKBUJHOW CTOMMOCTHU B pe3yJbTaTe MHOTOKPAaTHOU
AyOJIMKAL UK U peIJIMKalUi TeHETUYECKOT0 KOia KapTodeJis.

[Iponiecc maiiHUHra KapTodessa celdyac 60Jiee BbITOJAHbIM, YeM MaWHUHT
ouTkorHa. "®epMma” u yyactok 10 "coTok" cToAT ogrHaKoBoO, okoJio 3000 y.e.
C fecaTH COTOK XOPOIIMM TpelJep HaMaHUT GOPK B BOCEMb TOHH OYJIbOHI,
YTO IO HBbIHEUIHEMY OHP)KEBOMY KypcCy K JoJi1apy 3KBUBajsieHTHO 2400
nostapoB CIHIA. OkynaeMocTh IpoeKTa cocTaBUT 15 mecsueB. A eciu pepmy
No/ipa3orHaTh Ha HABO3€, TO MOXKHO U BCe JleCITh TOHH COOpaTh.

M npu sTOM mnpouecc MalHUHra OyJbObl HUAET 6€3 pacxoJ0B Ha
3JIEKTPUYECTBO, a caMa MalHUHI0Basl 6yJib00-dpepMa He TepsIET B IiEHE.

Bosee Toro, y OyabObl HMeeTcd NOOOYHBIK (GOPK MOJ Ha3BaHUEM
"camoron". IlepeMailHeHHble Ha CaMOTOH BOCEMb TOHH OyJbOBI AaAyT
HOJITOPBI ThICAYU NMOJ-AUTPOB, uan 7500 gosnapos CIIA. BUTKOWH CTOJIBKO
He MPUHECET.



